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Summary of Changes

The Department of Agriculture (USDA) is reporting several updates for its FY15
Enterprise Roadmap submission.

The FY15 USDA Enterprise Roadmap was reviewed and updated per the Office of
Management and Budget's (OMB) Integrated Data Collection (IDC) guidance. To that
end, OCIO solicited USDA'’s agencies to report and highlight new and/or significant
changes to their FY14 Enterprise Roadmap submissions. OCIO received minor
updates to milestones and content from USDA agencies.

The following is a summary of changes for the USDA FY15 Roadmap:

Page No.

Change

TOC

Pages 98-102
Pages 102-105
Appendix A
Appendix B
Appendix C

Appendix D

Table of Contents removes Departmental Management, and
Introduces the Office of the Chief Information Officer per
OMB A-11 Bureau Code changes

Updated MIDAS Investment Transition Plan for Investment
Updated - CDSI Investment Description and Action Plan
Removed EAMMF Self —Assessment

Removed USDA Outcomes and Measures

Removed FY14 USDA Major Information Technology
Investments Risks

Removed IRM/ER Traceability Matrix

The USDA is looking forward to and anticipating additional guidance from OMB
regarding changes to the Federal Enterprise Architecture, and will work to ensure its
FY16 Enterprise Roadmap complies with the forthcoming directive



1.0 Introduction

The United States Department of Agriculture’s (USDA) mission is to provide leadership
on food, agriculture, natural resources, rural development, nutrition, and related issues
based on sound public policy, the best available science, and efficient management.

USDA'’s mission is incredibly diverse and reaches far beyond what one might typically
think of as “agriculture.” As the following points illustrate, itis no exaggeration to say
that USDA's work touches every American citizen, across every state, throughout every
day:

e The Food and Nutrition Service is our Nation’s first line of defense against
hunger, especially for children and low-income citizens;

e The Food Safety and Inspection Service protects the nation against food-borne

iliness;
e The Forest Service leads all efforts
to prevent and manage wildland
fires; We provide leadership on food, agriculture, natural
resources, rural development, nutrition, and related issues
e USDA is the tenth largest lender in based on sound public policy, the best available science,

the United States and through Rural ~ and efficient management.
Development has over 1 million
loans in rural America; and

e USDA finances both housing and essential community facilities such as schools,
hospitals, water supplies, electricity, and broadband access.

USDA Services to the American citizen and Industries include;
e Assisting Rural Communities
o Broadband
o Disaster Assistance
o Grant
0 sand Loans
0 Insurance Programs
e Conservation

o0 Environmental Markets



o Conservation
o Wildfire Prevention
Education and Research
0 Agricultural Research
0 Agricultural Statistics
o Economic Research
Food and Nuitrition
0 Child Nutrition Programs
o0 Expanded Food and Nutrition Education Program (EFNEP)
o Organic Program
0 Supplemental Nutrition Assistance Program (SNAP)
0 Women Infantand Children (WIC) Program
Marketing and Trade
o0 Exporting Goods
o Food Security

o0 Importing Goods

USDA’s FY 2014-18strategic plan outlines five strategic goals that are essential to
executing the Department’s mission.

Strategic Goal 1: Assist rural communities to create prosperity so they are self-
sustaining, repopulating, and economically thriving.

Strategic Goal 2: Ensure our national forests and private working lands are
conserved, restored, and made more resilient to climate change, while enhancing
our water resources.

Strategic Goal 3: Help America promote agricultural production and
biotechnology exports as America works to increase food security.

Strategic Goal 4: Ensure that all of America’s children have access to safe,
nutritious, and balanced meals.

Strategic Goal 5: Create a USDA for the 21st Century that is high-performing,



efficient, and adaptable.

This Enterprise Roadmap (ER) outlines the necessary technologies, capabilities, and
operations necessary to execute the Department’'s mission and strategic goals. The
roadmap supports the IT Strategic Goals identified in USDA'’s IRM Strategic Plan by
presenting a high-level, integrated description of the Department's business objectives,
enabling IT capabilities, and target outcomes across its Agencies and Mission Areas. [t
was developed using Enterprise Architecture (EA) concepts and methods to describe
the Department’s current architecture, future architecture, and transition plan. The ER
is focuses on Department-wide initiatives and on the Department's major IT investment
portfolio, as well as, the portfolio’s effect on achieving USDA'’s strategic goals and
objectives in support of USDA'’s seven (7) mission areas.

USDA's ER reflects the Department's dynamic environment and the continuously
changing USDA IT environment. The FY 2015 Roadmap:

e Provides a holistic overview of major investments within the Department’'s
Mission Areas and component Agencies.

e Demonstrates how USDA has prioritized and planned its transition strategy
through a deliberate discussion of its high-priority modernization initiatives.

USDA'’s ER reflects the changing program and business context of a continuously
evolving Department. USDA will continue to update the Department’'s Roadmap to
provide the information necessary to assess USDA'’s current and future architectures
and the transition plan.

Purpose

The purpose of the USDA ER is to define and sequence the activities needed to yield
the desired future state, according to USDA priorities, dependencies, and constraints. It
is the basis for IT modernization, driving both investment and implementation of
systems and technologies that will transform USDA'’s business.

The USDA ERis focused on Department-wide initiatives and the Department’s major IT
investment portfolio and its effect on achieving USDA'’s strategic goals and objectives in
support of its seven (7) mission areas.

The USDA Roadmap documents USDA'’s Business and Technology Architecture, which
includes the IT Asset Inventory collection, whichiis a list of IT systems and applications
that support mission, administrative, and commodity IT services.



Integrated IT Governance Lifecycle Management

The Secretary and Deputy Secretary of Agriculture provide USDA'’s overall guidance
and direction, with the Under Secretaries and Assistant Secretaries providing leadership
inthe seven Mission Areas and staff offices. The Chief Information Officer (CIO) has
primary responsibility for overseeing and coordinating the design, acquisition,

mainte nance, use, and disposal of IT goods and services.

Executive Information Technology
Investment Review Board (E-Board)

f

Integrated Advisory

Board (IAB) Critical Partners

. i Advisory Group
Enterprise Architecture Capital Planning Enterprise Security (HR .OPPM, NITC, ITS, OBPA,

Advisory Council Advisory Council Governance Council | | B4 ¢I0L, others as needed)

I

Agency Investment Review Boards (IRB)

Advisory / Recommends

.

r 3

A 4

Agency Planning
& Execution

Agency Integrated Project Teams
(IPTs)

Figure 1: Enterprise IT Governance Management Structure

Through the implementation of an enterprise-wide IT governance process, the CIO
brings together USDA Agencies, Staff Offices, and internal IT resources to promote
department-wide technology innovations and operations that provide high-value return
oninvestment. (Refer to Appendix D in the USDA IT Strategic Plan, titled “Governance
Process”).

Architectural Leadership and Focus

For FY 2015, the USDA has set a particular focus on ensuring organizational
improvement and leadership in the following areas:

e Aging Infrastructure: Aging equipment is a pervasive challenge across the
Department and a primary focus of architectural efforts. For example, some of
the core IT infrastructure for USDA'’s Service Center Agencies (SCAS) has not
been refreshed since their initial implementationin 2000. This includes more




than 3,000 field office servers and thousands of network routers and switches, as
well as, their associated voice communication infrastructure. Agencies affected
by the outdated infrastructure include the Farm Service Agency (FSA), Rural
Development (RD) and the Natural Resources Conservation Service (NRCS).

e Fragmented Services: Many services that are provided across USDA need to

support a diverse set of organizations. This challenge has limited the ability to
take advantage of economies of scale and has increased the resources required
to adequately manage needed capabilities.

2.0 Enterprise Architecture Overview

In today's budget environment, information technology (IT) must be leveraged to deliver
innovative, cost-effective solutions to support the business delivery needs of USDA’s
mission areas. Our shared purpose is to realize rural prosperity, preservation and
mainte nance of forests and working lands, sustainable agriculture, and alternative,
renewable fuels and bio-based products; however, the Department and its Agencies, as
well as farmers, ranchers and agri-businesses in the United States will not thrive without
advances in IT. To ensure the safe, effective, and efficient implementation and
oversight of innovative IT solutions, the Office of the Chief Information Officer (OCI0O),
as part of USDA’s Departmental Management (DM) organization, is transforming how
the USDA and its stakeholders collaborate. For example, the USDA OCIO has already
achieved great successes in support of the Secretary’s Blueprint for Stronger Service,
which focuses on streamlining the Department’'s administrative operations and reducing
costs, through the successful consolidation of the Department’s Enterprise Data
Centers (EDC) and the implementation of cloud-based solutions, such as the Enterprise
Messaging System (EMS) and USDA Connect, USDA is positioning itself to streamline
geospatial data, deliver broadband access for rural America, and enhance career paths
for cyber security and IT program management professionals.

3.0 Current USDA EA Program

This section of the Roadmap documents the activities associated with administering EA
as an ongoing program.

The objective of the Roadmap is to provide an integrated view of current high priority
business and administrative initiatives and supporting technology solutions. The highly
decentralized structure of USDA, articulated in the USDA IT Strategic Plan means much
of the EA work is done at the USDA agency or office level.

e Applications - Artifacts:



In February 2014, USDA updated its EA Program guidance to articulate the
vision, common EA approach, requirements, and artifact to underpin the
USDA EA efforts. These EA requirements covered investments, systems,
and applications inthe “As Is” architecture to ensure the department’s
alignment to the FEAF 2.0. Given the scale and scope of the USDA, the
implementation will be a phased approach with initial focus on major
investments. EA artifacts are now required and reviewed at every
investment gate review in the lifecycle process.

e Security and Privacy:

The IT security and Security Reference Model resources support the
attainment of the strategic goals and initiatives; articulated in the “USDA IT
Strategic Plan”, reference the plan’'s section on Goal #4, which identifies
security, security measurement, and analysis activities support each
strategic objective of the USDA.

This section of the Roadmap discusses a general approach to security
reference modeling and measurements across all programs and isin
alignment with the USDA EA framework. IT security shall be part of any
strategic goal or initiative that depends on accurate, properly authenticated
information. High-level descriptions are provided on how security is built into
business services and the control of information flows, as well as the design
and operation of systems, services, and networks. Specific IT security
information is not a part of the IT Strategic Plan or Roadmap because it may
divulge vulnerabilities. This type of information is made available upon
request in an appropriately marked or document to which appropriately
cleared personnel will have access.

e Standards:

Consistent with Section 12(d) of Public Law 104-113, National Technology
Transfer and Advancement Act of 1995,” OMB Circular A-119 directs
agencies to use voluntary consensus standards in lieu of government-unique
standards except where inconsistent with law or otherwise impractical’” and
to submit a report describing the reason for use of government —unique
standards in lieu of voluntary-consensus standards to OMB through NIST.

In accordance with OMB direction, when selecting standards, USDA

agencies consider “full account of the effect of using the standard on the
economy, and of applicable federal laws and policies, including laws and
regulations relating to antitrust, national security, small business, product



safety, environment, metrication, technology development, and conflicts of
interest.

e The objective of this effort is to promote interoperability, shared services,
data management, and integration to establish improved levels of efficiency
and use and reuse of technology.

Open Data Strategy

USDA’s open data strategy is focused on optimizing content for mobile use, using open
data and web APIs to further build capacity for public service innovation, and
encouraging creative consumption of USDA’s extensive resources, including the
Department’s high-value data, services, and systems.

In the past year, the USDA has focused its Open Data efforts on establishing a
framework to enhance, enrich, and open, to the extent practicable, the USDA Enterprise
Data Inventory (EDI). In so doing, the USDA has already achieved several Open Data
milestones that have met and continue to meet the Office of Management and Budget's
(OMB) Open Data requirements and the Department’s internal requirements. These
milestones have prepared the groundwork for the Department’s future Open Data
efforts and position the USDA and its Agencies to become a more transparent,
collaborative, and effective organization. The following milestones are among the
Department’s recent Open Data achievements:

e Open Data Council (ODC): The Open Data Council is composed of Executive
Leadership from the Department and its Agencies, and is responsible for
overseeing the implementation of the Federal Agency requirements outlined in
the President's Open Data Policy, as expressed in OMB Memorandum-13-13,
Open Data Policy — Managing Information as an Asset, along with all subsequent
supplemental guidance.

e Extension of USDA Data Architecture working group to include Data Stewardship
responsibilities for Open Data requirements on USDA’s Data Asset Inventory
such as open license metadata. The Data Architecture Working Group consists
of representation from each USDA Agency and was originally chartered to:

o Promote data quality, data transparency, data accessibility, data
governance, data standardization, reuse, information sharing, cost
saving/avoidance by minimizing redundancy and rework, and
collaboration;
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o Ensure that all OMB Guidance for Managing Information as an Asset is
effectively implemented and documented, addressing interoperability,
openness throughout the information life cycle, information safeguards,
information collection/creation, information system design, and data
management/release practices;

o Identify common data elements, identify costs of information, and develop
standard data definitions.

Creation of an Open Data Working Group (ODWG): The Open Data Working
Group is composed of senior members from USDA'’s Office of the Chief
Information Officer, Office of Communication and Office of General Council. The
ODWG is primarily responsible for developing strategic and tactical
implementation plans for the Department's Open Data effort including public
communication and outreach efforts, data publication process, and open data
requirements for USDA’s Data Architecture asset catalog.

Completed an Open Data Policy Strategic Plan: USDA’s Open Data Policy
Strategic Plan initiates the Open Data Policy for the US Department of
Agriculture (USDA) by providing recommendations for coordinating and
collectively responding to the mandates and milestones described in the Open
Data Cross Agency Priority (CAP) Goal Establishment draft document and to
other OMB related documentation in a structured and timely manner.

Completed an MS Project Master Project Schedule for Open Data: The
Department’s Open Data master schedule outlines the Department’s initial
approach to implementing the goals and objectives identified inits Open Data
Policy Strategic Plan. The master schedule provides project milestones as well
as a high-level overview of USDA's process for providing monthly and quarterly
updates to its EDI.

Completed USDA.gov/data page: The USDA.gov/data page lists all of the
Department’'s datasets by its component agencies. The USDA.gov/data page
will be updated in the future based on Department directives and customer
feedback.

Submission of USDA’s EDI to the Office of Management and Budget (OMB).

Continuous updating of USDA Public Data Listing: USDA’s Public Data Listing
was published on the USDA.gov/data page on November 29, 2013. The Public

11



Data Listing accounted for an initial listing of public datasets within the
Department’'s EDI. The PDL gets updated on a quarterly basis.

e Creationof an Open Data Blog: USDA'’s Deputy CIO for Policy and Planning,
drafted and posted USDA's first blog specifically focused on the Open Data
initiative. Over the next year, USDA staff and leadership will periodically update
the blog, whichis intended to facilitate USDA’s customer engagement and
outreach efforts.

¢ Update to USDA Digital Strategy: The updated USDA Digital Strategy page now
includes additional information about USDA'’s on-going Open Data efforts, such
as USDA'’s dataset publication process, Open Data milestones for FY14, and an
overview of the USDA Open Data schedule.

The USDA Data Stewards Working Group, Open Data Working Group, Open Data
Council, and Executive leadership convenes regularly to discuss the development of a
USDA-specific Open Data Policy, standards, and outreach efforts, and to refine the
Open Data publication. In addition, the Open Data Council, championed by USDA
executive sponsors, is working with Agency CI1Os to prioritize and oversee updates to
the Department’'s EDI.

Members of the USDA Data Stewardship Working Group (DSWG) will coordinate
activities within their agencies to ensure application of reusable and common data
architecture standards, and will ensure data stewardship accountability. Data will be
managed as complete and current enterprise assets, and all data are included in the
scope of this function.

In the future, USDA will modernize information systems to maximize interoperability and
information accessibility by establishing a baseline portfolio, identifying, prioritizing, and
releasing high-value data sets. The Department will also use Social Media and
Customer Relationship Management (CRM) tools to engage with and gather feedback
from internal and external customers regarding the efficiency and effectiveness of the
Department’s systems and services.

Digital Strategy

Following the Open Data Strategy detailed in 2.4, USDA will modernize information
systems to maximize interoperability and open data availability by prioritizing high-value
systems and services. OC will lead the Department’'s outreach and engagement with
customers to assist in prioritization and provide regular feedback to continuously
enhance our open data program. Collectively, we intend to utilize web analytics data,
customer relationship management tools, and social media feedback to evaluate

potential data, content, or system enhancements.
12



Mobile Strategy

The agricultural sector is introducing a new generation of mobile technologies designed
to support our constituency by providing access to our services, programs, systems,
and information any time, any place, and from any device. USDA mustrise to the
mobile technologies challenge by transforming our business delivery systems and our
workforce to be effective in this new technological environment.

USDA will utilize existing processes to enable a mobile workforce. The Digital Strategy
lead will review Acquisition Approval Requests (AAR) to ensure any new contracts,
services, and initiatives are appropriately optimized for mobile. Additionally, the Digital
Strategy lead will review IT projects throughout the life cycle through the IT Governance
Process to ensure IT projects that are existing, new or under development include
appropriate mobile optimization requirements and deliverables.

EA Value Measurement

This Enterprise Roadmap discusses how EA supports and improves the enterprise’s
strategic and business planning, as well as, identifies performance gaps that
architectural designs can help close. By showing how resources are currently used, and
identifying useful new processes and technologies at each level of the framework,
improvements in performance can be captured in the “To Be” EA views.

USDA leveraged the 2014 quarterly OMB mandated Integrated Data Collection (IDC) to
inform the current IT Asset Inventory. This effort enabled the categorization of
investments and systems by their respective PRM, BRM, ARM, and DRM taxonomy
codes. The asset inventory has enabled EA to perform the required analysis to identify
potential duplicative systems and performance gaps. It facilitates identifying potential in
areas for strategic sourcing, enterprise licensing, cloud and/or shared services.

Quarterly Integrated Data Collection (IDC) continues to present opportunities to more

fully populate the current architecture and to improve the data quality of the
department’s portfolio.

Investments by USDA Mission Areas

e Strategic Goals and Initiatives:

e The EA program and specific resources support the attainment of the
strategic goals and initiatives; articulated in the “USDA IT Strategic Plan”.

13



Reference the plan’'s section on Goal #3, which identifies objectives that

support each goal and initiative at the strategic level of the USDA.

USDA Mission
Statement:
We provide
leadership on
food,
agriculture,
natural
resources,
rural
development,
nutrition, and
related issues
based on
sound public
policy, the best
available
science, and
efficient
management.

OCIO Mission
Statement:

USDA's Information
Technology mission
is to enable
citizens,
employees, and
partners to
seamlessly access
and exchange
information and
services to sustain,
protect, and enrich
the global food
supply, strengthen
the Agricultural
commodity supply
chain, improve land
management and
water quality,
preserve our
nation’s forests and
wild lands, and
promote U.S. rural
prosperity, foreign
trade and
marketing.

Initiatives and Investments that will offer broad benefit across the Department

0CIO Strategic Goal
#1

Align IT investments.
with mission and
business priorities

OCIO Strategic Goal
#2

Enable innovative
business driven
solutions

0CIO Strategic Goal
#3

Optimize the use
andvalueof IT

OCIO Strategic Goal
#4

Secure USDA IT
systems and data

OCIO Strategic Goal
#5

Enable information
as astrategicasset

OCIO Strategic Goal
#6

Develop a high-
performing
workforce

USDA IT Portfolio (major investments):

1. Weh Based Supply Chain Management

2. Animal Disease Traceability Information
System

3. Financial Management Modernization
Initiative

4. USDA Identity & Access Management

5. Modernize and Innovate the Delivery of
Agricultural Systems

6. Resource Orderingand Status System

7. Conservation Delivery Streamlining
Initiative

8. Comprehensive Loan Program

9. PublicHealth Data Communications
Infrastructure System

10. Emerging Information Technology
Architecture

11. USDA Enterprise Telecommunications
Shared Services

12. APHIS Enterprise Infrastructure

13. Integrated Acquisition System

14. Optimized Computing Environment

15. USDA Security Operations Center

16. USDA Enterprise Data Center & Hosting
Shared Services

17. USDA Enterprise End User Shared Services

18. USDA Enterprise Messaging Systems-
Cloud

19. Consolidated Farm Loan Program
Information & Delivery Systems

20. FNCSIT Infrastructure

21. FSIS Public Health Information System

22. AgPRS USDA Public Safety Land Mobile
Radio System

23. Automated Timber Sale Accounting

24. ForestService Computer Base

Figure 2 Mission View

The USDA OCIO has identified eleven (11) High- Priority Modernization

and enable its Agencies to streamline its services and modernize its

infrastructure:

1. Modernize and Innovate the Delivery of Agricultural Systems (MIDAS)
2. Conservation Delivery Streamlining Initiative (CDSI)

3. Financial Management Modernization Initiative (FMMI)

4. Web Based Supply Chain Management (WBSCM)

5. Public Health Information System (PHIS)

6. RMA-13 Emerging Information Technology Architecture (EITA)

7. Animal Disease Traceability Information System (ADTIS)

14



8. Resource Ordering Status System (ROSS)

9. Comprehensive Loan Program (CLP)

10.

Directive-12 (HSPD-12))

11.
(IPV6)]

Organizational View

USDA Identity Access and Management (Homeland Security Presidential

Enterprise Shared Service Telecommunication [Internet Protocol version 6

USDA is composed of 19 agencies, which are organized into seven mission areas that
carry out the Department’s responsibilities and oversee its portfolio of Information
Technology (IT) investments, which for FY 2015 consists of 24 major and 192 non-
major IT investments, valued at roughly $2.7 billion dollars.

SECRETARY
| Deputy Secretary |
“Assistans Secretary Asuumns-mm—r
- Directos, National Director of Inspe(!ol General Office of the Office of Budget Aasistant Seceetary
Staff Offices | ;;m.“ lhpmhumm ‘ |Cnmmun|za:.ons| | | | Counsel | ! ! |u I forcmgmuoul | Mmmnm for Covil Rights
Chief Information
Officer
Under Secretary for Under Secretary for Under Secratary for Under Secratary for Under Secretary for
Py— n e A 5
Mission Areas| Natural Resources Farm and Foreign pinder Secretaryfor | | Food, Nutiton, ana Gt el 2H
and Environment Agricultural Services o Consumer Services and Economics og
- Forest Service - Farm Service Agency + Rural Utilities - Food and * Food Safety and + Agricultural + Agricultural
Service MNutrition Senvce Inspection Service Research Service Marketing Service

+ Foreign Agricultural
Service

+ Risk Management
Agency

« Center for
MNutrition Policy
and Promation

+ Rural Housing
Service

* Rural Business
Cooperative Service

Animal and Plant
Health inspection
Service

+ Ecenomic Research
Service

+ Mational Agricultural
Library

- Mational Agric
Sllsl o5 Service

Figure 3: Organizational View

The following sections provide a snapshot of USDA’s Investments, Business Needs,
Current IT capabilities, requirements, and IT Benefits and Goals:

Business Need: The Business Need column describes the issues, problems,

gaps, and/or mandates that drive an investment. The information provided in this

column describes why the investment is funded (e.g. Outdated or insufficient IT

capabilities).
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e Current IT Capabilities: The Current IT Capabilities column describes an

investment’s supporting infrastructure, as well as the capabilities, functionalities,

and services it provides.

e Requirements: Requirements are derived from the specific operational and/or
project needs that an investment must address. Requirements may include
legislative mandates and/or specific project requirements to close IT capability

gaps.

e |T Solutions, Benefits, and/or Goals: The technology solutions, benefits, and
goals describe the advantages of the investment’s planned outcomes.

FY2015 Major IT Spending by Mission Area
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Figure 4: Major IT Inv estment Budgets by Mission Area

USDA'’s Major Investment Portfolio by Agency and Staff Office

USDA'’s investments have been organized into the Mission Areas and Agencies that

manage the Department’s 24 major IT investments. Descri

ptions of each of USDA'’s

Mission Areas and Agencies have also been provided as context, and serve as a primer

for the descriptions of USDA’s major investment inventory.
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FY15 Major IT Spending by Department Offices
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Figure 5: Major IT Inv estment Budgets by USDA Offices

Office of the Chief Financial Officer (OCFO)

The Chief Financial Officer serves as the principal advisor to the Secretary and senior
official on all matters related to financial management. The Office of the Chief Financial
Officer is responsible for the financial leadership of an enterprise with more than
100,000 employees, 14,000 offices and field locations, $128 billionin assets, and $77
billion in annual spending. The major functional components of the OCFO include:
National Finance Center (NFC); Financial Operations; Continuity of Financial
Management Planning; Working Capital Fund; Financial Systems; and Internal Controls
and Process Evaluation.

OCFO oversees two (2) of USDA’s 24 major IT investments.
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Major IT Investment Name PRM Strateqgic Goal FY15 Budget
NFC Shared Services- IT Systems P00.000.411 $97,534,564
Financial Management Modernization P00.000.411 $55,951,000
Initiative (FMMI)

OCFOFY15 Major IT Investment $153,485,564
Budget Summary:

Financial Management Modernization Initiative (FMMI)

As part of USDA’s data center consolidation plan, the National Information Technology
Center's (NITC) data centers and the National Finance Center (NFC) data center were
designated by the USDA CIO as enterprise data centers under the USDA data center
consolidation initiative. FMMI consolidates payroll, human resource, financial, and
procurement systems at NFC’s enterprise data center. Several systems were moved
from NITC to NFC to accomplish this consolidation (FDW, CPAIS, MITS, ACRWS, IAS,
and EmpowHR). The ACFO-FS has submitted applications to FIT for certification as a
financial shared service provider.

CFMS, USDA's legacy financial system, was comprised of numerous financial systems
maintained by agencies across the Department. These systems led to multiple financial
processes across the Department and different reporting mechanisms. FMMI has
consolidated the Department’s financial data in a central database with common
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business processes. While there are still additional financial systems within USDA,
these systems interface with FMMI and impact the common general ledger where all
USDA financial reporting is supposed to originate.

The legacy CFMS financial system did not meet the requirements of the OMB FMLoB
guidance. FMMI has helped USDA to close the following gaps associated with the
legacy system:

e Compliance with the OMB directives;

e Consolidation of nine USDA general ledgers into one general ledger for the
Department; and

e Existence of multiple financial systems.

The ACFO-FS is transforming the Department’s financial processes through the
implementation of FMMI, which consolidated multiple financial systems and created
common financial processes across the department. As a result, ACFO-FS has
continued to improve procedures for system maintenance and data consolidation, and

has reduced the number of interfaces between systems. The FMMI investment entered
into Operations & Maintenance-Steady State during FY13 and the retirement of CFMS,
and maintains accurate financial data.

Business Need(s)

Current IT

Requirements

IT Benefits and
Goals

The need for improved
financial performance
through a modern financial
system that provides
maximum support to
mission.

This is consistent with the
USDA s strategic plan
management initiatives
requiring a solution to:

Provide a single, operational
web-based system for USDA
Agencies and Staff Offices
and an enterprise-wide view
of data;

Standardize business
processes;

Implement leading
practices;

Provide reliable, relevant
and timely data for general
accounting, funds
management and financial
reports; and

Capabilities

FMMI is the Corporate
Platform for Enterprise
Financial Management for
USDA.

FMMI utilizes commercially
available software with
minimal modifications, and
has a complex infrastructure
that requires constant
coordination for software
updates.

FMMI has transitioned to the
Steady State phase of the
project and has replaced the
previous core accounting
system FFIS.

FMMI provides high-speed
data analytics that combines
financial and program data,
centralizes and standardizes
financial management and
reporting, reduces
redundant financial systems
across the agency, and
offers a single source of the
truth for USDA financial
reporting.

Transition FMMI to O&M
Steady State operations.

Provide the following three-
tier architecture: web
access tier, application tier
and database tier.

Provide both real-time and
point-in-time web-based
reporting of financial
activity.

Provide a robust data
exchange capability for real-
time service oriented
services and batch
interfaces.

FMMI replaced CFMS and is
replacing other financial
management systems within
the USDA.

FMMI provides a modern,
centralized financial
management system for the
Department.

FMMI provides opportunities
for the following programs:

MIDAS

IPAS

CLP

NRCS Enterprise
Financial Management
systems

e CREEMS

The programs listed above
interface with the FMMI
system, which results in the
following benefits to these
programs:

e Streamlined processes;
and
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Enable single sign-on using
USDA s eAuthentication
system.

e Real Time access to
data, as opposed to
periodic batch
processing.

MIDAS is intended to align
with Office of the Chief
Financial Officer’s (OCFO)
Financial Management
Modernization Initiative
(FMMI) investment. It will
accomplish increased
compliance with modemn
internal control structures
and effectively implement
improved IT security.

Gaps that FMMI has closed
include:

e  Compliance with the
OMB directives;

e Consolidation of nine
general ledgers into one

within USDA.

e Retired multiple
financial systems.

National Finance Center Shared Services —IT Systems

The National Finance Center (NFC) Shared Services investment is managed by NFC
within the USDA'’s Office of the Chief Financial Officer (OCFO). In support of its Shared
Services investment portfolio, the NFC acquires IT components (hardware, firmware,
and software) along with IT support services under three General Support Systems
(GSSs) and nine Major Applications (MAS).

The NFC has experienced rising maintenance costs resulting from Original Equipment
Manufacturer (OEM) pricing, influenced by the current economy. To mitigate these
rising costs, NFC has awarded several contracts open to all of the USDA in accordance
with the shared first procurement policy. The purpose of these contracts is to provide a
single point of supply to acquire hardware, software, and contractor support. NFC
identifies these recurring requirements and funds requisitions as to meet current
customer requirements. The equipment and associated processes, methodologies, and
procedures are required to maintain NFC’s Enterprise Architecture.

In addition, NFC has contributed to costs savings and cost avoidance by improving
rapid provisioning through the following mechanisms:
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e Awarded Indefinite Delivery/Indefinite Quantity (ID/IQ) contracts for servers,
network infrastructure, support services, and IT service management so orders
can be placed directly against these contracts, resulting in reduction of
procurement time by more than 60%;

e Awarded Business Services Management contract under shared first
procurement policy reducing the need for agencies to award individual contracts;

e Awarded System Engineering and Technical Assistance (SETA) contract for
contractor support; which led to reduction time to get contractor support by 50%;

e Established enterprise Microsoft SQL and Oracle database servers to share
resources reducing the need to procure new licenses; and

Completed virtualization of the Linux and Windows server environments reducing the
need to procure hardware for most new requirements.

Business Need(s)

Current IT

Requirements

IT Benefits and

To provide reliable and
secure IT systems to its
customers as an OPM
approved Shared Service
Center (SSC) provider
under NFC Shared Services
investment for all 12
information technology
systems in NFC's inventory
(3 General Support
Systems and 9 Major
Applications).

Capabilities

NFC's system design for its
shared services offering is
scalable, flexible, and
facilitates data extraction -
it provides the capability for
users to extract data in
multiple formats and for a
range of uses, including as
internal and external needs
change and potential uses
not accounted for in the
original design.

NFC follows the OPM
requirements for EA, as well
as OMB’s guidance.

The National Finance Center
Shared Services investment
must also conform to the
statutes, regulations,
directives, circulars, and
policies, including but not
limited to:

e  Security National
Institute of Standards
and Technology (NIST)
Special Publication
800-53;

. Federal Information
Security Management
Act (FISMA);

. OMB Circular A-130;
Privacy Act,
Government
Information Security
Reform Act;

. OMB Circular A-11
relating to digital
government strategy;

. Government
Performance and
Results Modermization

Goals

The NFC serves the USDA
and other Federal
organizations by providing
reliable, cost effective,
employee-centric systems
and services thus allowing
customers to focus on
achieving their mission.

The National Finance Center
Shared Services investment
gives NFC the ability to
offer reliable, cost effective,
and secure services to its
customers.
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Act of 2010; and
e USA Title 40.

Office of the Chief Information Officer (OCIO)

The USDA Office of the Chief Information Officer (OCIO) develops, delivers, and
defends the business information technologies that empower every aspect of the USDA
mission. OCIO supports the USDA’s mission areas by ensuring the Department’s
information technology (IT) is alighed to its goals, objectives, and business needs, and
by providing state-of-the-art, secure, reliable, cost-effective solutions for the Department
and its stakeholders. To this end, the OCIO has primary responsibility to supervise and
coordinate within USDA the design, acquisition, maintenance, use and disposal of
Information Technology (IT) by USDA agencies, as well as monitoring the performance
of USDA's IT programs and activities.

The OCIO oversees seven (7) of the USDA’s 24 major IT investments. Figure 7
provides a detailed breakdown of spending on major IT investments by the OCIO.
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Figure 7: FY15 OCIO Major IT Invesiment Budget
Major IT Investment Name PRM Strategic Goal FY15 Budget
USDA Enterprise Messaging Systems- P00.000.411 $14,842,000
Cloud Services (EMS-CS)
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USDA Enterprise Data Center & Hosting | P00.000.411 $96,347,303
Shared Services

USDA Enterprise Telecommunications P00.000.411 $32,908,277
Shared Services

USDA Enterprise End User Shared P00.000.411 $201,053,000
Services (EUSS)

USDA ldentity and Access Management | P00.000.411 $15,329,209
Optimized Computing Environment P00.000.411 $28,937,000
(OCE)

USDA Security Operations Center (SOC) | P00.000.411 $26,425,000
OCIO FY15 Major IT Investment $415,841,789
Budget Summary:

The Current Architectures for OCIO’s major IT investments are provided in the following

sub-sections.

USDA Identity & Access Management (IAM)

ess Need(s)

To ensure physical and
logical access to its
infrastructure.

Current IT
Capabilities

IAM is an enterprise-wide
collection of access
components, providing
storage and a means for
controlled distribution of
identification information for
use by logical systems
(login access to controlled
USDA websites), personal
computer hardware (access
to desktops and laptops
with card readers), and
buildings and facilities
(physical access via access
control systems to
controlled-entry facilities).

IAM controls physical access
to over 209 Federal
buildings and offices, and
controls logical access to
over 450 USDA agency web
applications.

IAM includes the necessary
support processes for
issuance of Homeland
Security Presidential
Directive-12 (HSPD-12)
compliant identification to
USDA federal employees,
associate employees and
contractors.

The IAM investment is
funded with the following
requirements:

e Migrate 458 USDA
agency applications
from the legacy
eAuthentication
environments to the
modernized
eAuthentication service
within the NITC EDC.

e  Supplement inter-
agency Credential
Exchange functionality
with the collection,
maintenance, and
exchange of digital
identity data and
enable secure attribute
sharing with Federation
partners including
Health and Human
Services and the
Department of Justice
as customers of the
National Finance
Center.

. Provide APHIS and RD
customers/users the
ability to be identity
proofed remotely

IT Benefits and
Goals

The ASOC Security BPA

which covers services only
in the Areas of engineering
(FA1), incident handling
(FA2) and other Services
such as COMSEC, Program
Management etc (FA3) was
awarded 17 August 2014
with a base plus two option
years. It is an agency-wide
BPA and has a 25M ceiling.
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The IAM program also
provides a centralized
system for each access type
(physical and logical), while
allowing the agencies to
manage access locally.

through the use of a
service.

Accept credentials (such as
P1V) issued to other federal
departments as an
authentication mechanism
for eAuthentication.

Migrate from the current
Consolidated Help Desk

provider (IBM) to a new
one.

Provide a technical solution
for creating and
authenticating PIV-derived
credentials.
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Optimized Computing Environment (OCE)

The Optimized Computing Environment (OCE) investment is managed by the
International Technology Services (ITS) division within USDA'’s Office of the Chief
Information Officer (OCIO).

Business Need(s)

To modernize the current
SCA technology
infrastructure, and
significantly improve the
quality and productivity in
the delivery of SCA services
to customers.

Current IT
Capabilities

The current ITS
infrastructure environment
is characterized by a very
limited ability to support
future SCA program
delivery. This situation
stems from the following
three key drivers:

1. Underinvestment in
infrastructure;

2. Higher operational
costs; and

3. Fewer funds available
for infrastructure
refresh.

Requirements

The OCE is a multi-year

program that consists of

sub-projects that support

the following areas.

1. SCA Network
Enhancements;

2. SCA End User
Infrastructure;

3.  SCA Remote Computing
Capability; and

4. SCA Enterprise Mobility
Solution.

The specific objectives of
the OCE are to:

1. Support the delivery of
the current and future
Farm Programs and
other customer agency
programs;

2. Support the basic IT
infrastructure needs of
customer agencies
(e.g., phone systems);

3. Meet the internal and
external requirements
for secure and effective
IT infrastructure
services; and

4. Reduce the costof IT
infrastructure services.

These objectives address
what the SCA's must deliver
as well as the level of
service or performance
required in delivering those
services.

IT Benefits and
Goals

The OCE investment will
streamline and modernize
the back-end and office
infrastructure to support
SCA modernization
initiatives.

It will provide Solid Core

Infrastructure

Accelerate Performance and

Service

Standardize & Advance

Technology

Right-Size Systems to

achieve the following

results:

1. Meet Individual
Business Needs;

2. Minimize Business
Service Outages; and

3. Realize ROl and
Minimize Recurring
Costs.

The purpose of optimizing
the computing environment,
enhancing mobility support,
and replacing the aging
infrastructure is to ensure
that the core infrastructure
meets the demands of the
SCA application
modernization
requirements.
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USDA Security Operations Center (ASOC)

Securing our nation against cyber-attacks has become one of the nation's highest
priorities. As the organization charged with the responsibility for ensuring the
Department’s ability to support the national food supply chain, the agriculture economy,
research and development, and an active loan portfolio of more than $120 billion, the
Security Operations Center understands the importance of securing the data and
systems within this complex environment.

Business Need(s)

Current IT

Capabilities

Requirements

IT Benefits and
Goals

The Agriculture Security
Operations Center (ASOC)
meets the Department’s
need to instill a mature
USDA IT Security Program.
ASOC was initially created
to develop an enterprise-
level operating picture of
USDA security. In addition,
ASOC has assumed the
system authorization
responsibilities, and by re-
constituting the role of Chief
Information Security
Officer, strengthens the
overall management of
USDA s IT Security
Program.

Security core capabilities
include:
. COMSEC;

. Incident Handling
e Compliance;

e Threat Monitoring;
. Security Reporting;
. Scanning;

e Forensics;

. Assessment and
Authorization;

. Information Security
Awareness Training
e  Outreach;

e Penetration Testing;

e  Operational
Assessments;

e  Security System
Services;

e Information Security
Specialized Training;
and

e Devolution Support.

Appropriated funding was
provided for ASOC in 2010
to support these mission
critical initiatives:

1. Conduct Network
Security Assessments
to analyze the state of
USDA'’s network to
identify vulnerabilities;

2. Procure and Deploy
Tools for enhanced
monitoring and
detection; and

3. Establish an Agriculture
Security Operations
Center to monitor and
protect USDA’s
systems.

Other ASOC core
requirements are, as follow:

e  Perform monitoring,
threat/vulnerability /risk
analysis, incident
response, operational
status, and forensics
using state of the art
tools and techniques;

e  Continually monitor,
assess and facilitate the
remediation of critical
security issues across
USDA;

e Enhancing real time
awareness of emerging
threat and
vulnerabilities;

e Leveraging industry
leading tools to
facilitate proactive,
real-time tracking and

The Agriculture Security
Operations Center is
designed to make USDA
business resilient to risks by
proactively collaborating
with USDA Chief
Information Officers (C10s)
to constitute a suitable
security baseline, identify
mitigation tactics for
resolving pain points, and
strategize action plans for
advancing the security
services.

The Security Sensor Array
(SSA) is utilized to manage
risks, issue alerts and
coordinate mitigation efforts
on a 24x7x365 basis.

Threat Analysis and Threat
Awareness provides a 24x7
operations and Threat
Analysis Center (highly
technical support from Tiers
2 through 4). The ASOC
develop situational
awareness capability for
USDA by correlating data
from ASOC network and
endpoint sensors.

The Tivoli Endpoint Manager
allows ASOC the ability for
creation of multiple groups
for easier patch deployment
and granular management
of endpoints.

Operational Assessments
are conducted to provide all
USDA agencies with an
agency risk profile.

ASOC has identified and
filled an existing void in
communicating the urgent
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configuration
management of client
computers desktops
and laptops) to mitigate
security vulnerabilities;

e Providing enterprise-
wide tools and support
to meet evolving
security needs;

e  Ensuring all FISMA
requirements are
documented as
Departmental policies
and procedures.

e  Monitoring dedicated
security network with
granular control of
security infrastructure;
and

e Blocking threats and
reduces risks to Agency
assets and users where
the Department’s
network is connected to
the Internet.

and compelling needs of
Security across the USDA
enterprise. By development
of the ASOC Software
Update Notices and the
ASOC Situational Awareness
Reports, critical event and
issue data is shared with
agencies in a repeatable
and dependable format,
informing agencies on the
appropriate and necessary
actions to take to reduce
risks posed by new or
emerging threats, focusing
agency CIO’'sand IT
personnel on enterprise
cyber security risk in a
consistent manner.

USDA Enterprise End User Shared Services (EUSS)

The Enterprise End User Shared Services (EUSS) investmentis managed by the
International Technology Services (ITS) division within the Office of the Chief
Information Officer (OCIO).

Business Need(s)

The USDA requires a
secure, modern and usable
End User Computing
Infrastructure for the
Service Center Agencies to
communicate and process
information, both within
USDA, and with public it
they serve.

Current IT
Capabilities

The investment provides
full support to
approximately 40,000 end
users located in
approximately 3,000 offices
across the United States
and its territories.

Requirements

As information and
communication needs grow
and evolve, the
infrastructure needs to be
maintained, operated, and
adapted to current, secure
and modern supportable
technologies.

IT Benefits and

Goals

This investment will expand
IT services across the
Department and will
eventually assist all
120,000 USDA employees.

This investment provides
the following technical
support: hardware and
software support for
workstations and end user
devices; server
administration; network
management; equipment
inventory and tracking;
telephony, and other forms
of communications; and
security.

USDA employees will
benefit from having better
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access to information,
improved collaboration and
information sharing.
Services fees are spread
equitably back t
customers.
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USDA Enterprise Data Center & Hosting Shared Services

The USDA Enterprise Data Center & Hosting Shared Services is one of USDA’s new

Major IT Investments.

Business Need(s)

Enterprise hosting and data
center operations, such as
the need to provide private
cloud solutions for
mainframe, mid-tier and
legacy mid-tier web hosting
environments.

Current IT
Capabilities

The USDA Office of the
Chief Information Officer’s
National Information
Technology Center (OCIO-
NITC) offers world-class
data center hosting services
to accommodate the
business goals and
technology requirements
from federal, state and local
government customers.

The NITC provides secure,
reliable, scalable, shared
and cost effective IT
hosting solutions.

The hosting environment
meets or exceeds the
federal security
requirements for FISMA
high, moderate and low
impact systems.

The Enterprise Data Center
currently offers a full range
of services including:

cloud, managed and
collocated hosting services;
professional services; and,
specialty security services.
Cloud services, both private
and public, include
standardized Software as a
Service (SaaS), Platform as
a Service (PaaS), and
Infrastructure as a Service
(l1aaS) offerings to achieve
programmatic and technical
innovation for clients.

Public cloud solutions from
private sector vendors are
available.

Requirements

Support the Federal Data
Center Consolidation
Initiative.

Adhere to the NIST
Definition of Cloud
Computing (NIST Special
Publication 800-145) NIST
Cloud Computing Reference
Architecture (NIST Special
Publication 500-292), NIST
Cloud Computing Security
Reference Architecture
(NIST Special Publication
500-299 draft), Guide to
Applying a Risk
Management Framework to
Federal Information
Systems (NIST Special
Publication 800-37, Rev 1),
Security and Privacy
Controls for Federal
Information Systems and
Organizations (NIST Special
Publication 800-53), and
Secretary Memorandum
Numbers 1509 & 1776.

Maintain the high service
quality levels provided to
customers (i.e., USDA and
other Federal) for
mainframe services, and
mid-tier private cloud
hosting services;

Support USDA Service
Center Agencies in their
application migration from
the legacy web farm
hosting platform;

Consolidate networks;

Consolidate security
administration; and

Expand the customer base
by providing cost effective
hosting services through a
state-of-the-art, multi-
tenant, sustainable Federal
data center.

IT Benefits and

Goals

As a FedRAMP compliant
CSP (Agency ATO), the EDC
investment has targeted
the following goals:

e Accelerate the adoption
of secure cloud
solutions through reuse
of assessments and
authorizations;

. Increase confidence in
security of cloud
solutions;

. Achieve consistent
security authorizations
using a baseline set of
agreed upon security
standards;

e Ensure consistent
application of existing
federal security
practices; and,

. Increase confidence in
security assessments
for customers.

USDA’s FDCCI IT Portfolio
goals include the following
targets:

e  Promote the use of
Green IT by reducing
the overall energy and
real estate footprint of
government data
centers;

. Reduce the cost of data
center hardware,
software and
operations;

. Increase the overall IT
security posture for the
government;

. Shift IT investments t
more efficient
computing platforms
and technologies; and,

e Achieve the goals of
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USDA's Green
Information Technology
Strategic Plan
published January 12,
2009.

USDA Enterprise Messaging System-Cloud Services (EMS-CS)

The Enterprise Messaging System — Cloud Services (EMS-CS) is managed by the
International Technology Services (ITS) division within USDA'’s Office of the Chief
Information Officer (OCIO).

Business Need(s)

The ability to communicate
via industry standard e-mail
technology, both within the
Department, and to other
public and private entities.

Additionally, the ability to
share information,
collaborate, store and
exchange electronic
correspondence, and
transfer files.

Current Business needs are
being metvia a cloud
delivered service that
encompasses a dedicated
(isolated) instance of
Microsoft Office 365. The
software as a service
deployment includes
Exchange Online for
messaging and calendaring,
SharePoint Online for
document collaboration,
Office Communicator
Online/Lync for instant
messaging, presence,
including voice and
presentation sharing and
Office Live Meeting for web
conferencing. USDA
employees have benefited
from having better access
to information, a
consolidated Department
wide directory, improved
collaboration and
information sharing. Key
Stakeholders are the CIO
office and International
Technology Service (ITS).

Requirements

Requirements are being
met by the current
capabilities. USDA has the
ongoing requirement to
continue to operate,
sustain, and evolve the
environment in an efficient
and secure manner. As
additional capabilities are
included in vendor included
version upgrades of the
cloud solution, USDA will
continue to leverage the
enhanced functional and
security features.

IT Benefits and

Goals

EMS-CS consolidated
120,000 users spread
across 21 email systems to
one cloud offering by
Microsoft Online Services.
This streamline resulted in
reduced costs and improved
efficiencies that build on
existing infrastructure and
allow USDA to extend its
on-premise software
investments agreements to
the cloud solution.

In addition, the
consolidation resulted in
reduced costs, improved
efficiencies and streamlined
services, built on existing
infrastructure. This allowed
USDA to extend its on-
premise software
investments to the cloud
solution. USDA employees
benefit from having better
access to information,
improved collaboration and
information sharing.

USDA Enterprise Telecommunications Shared Services

The Universal Telecommunications Network (UTN) was initially deployed in 2001 to
provide USDA with a Trusted Internet Connection (TIC) capability. In FYO7 through
FY09 OCIO developed to acquire the Next Generation (NG) of Wide Area Network
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(WAN) referred to as the “Unified Telecommunications Network — Next Generation
(UTN-NG),” which commenced the transformation and enhancement of both WAN and
TIC services under GSA’s Networx Universal Contracts. In FY13, USDA reclassified
the UTN-NG as a “major IT Investment” and renamed it USDA Enterprise Shared
Services as a part of the commodity IT consolidation strategy. This investment is
considered USDA'’s Wide Area Network (WAN) solution, and all departmental and
agency Local Area Networks (LAN) are configured to pass traffic through the WAN's
Trusted Internet Connections (TIC).

Business Need(s)

Provide a trusted internet
connection capability.

Current IT

Capabilities

The Universal
Telecommunications
Network (UTN) Next
Generation (NG) provides
shared network services,
used by all of USDA
including U.S. Public,
providing Trusted Internet
Connection (TIC) and
Security Operations
Capability.

The Unified
Telecommunications
Network (UTN) a managed
services solution, is the
USDA enterprise-wide
backbone to the Internet
and data centers for all
USDA agencies and
provides the contract
mechanism for USDA
agencies to procure
network services such as
access circuits, virtual
private networks, network
monitoring, etc.

UTN-NG is the backbone
that enables such critical
public-facing USDA systems
as the Farm Loan Program,
Public Education Materials
(e.g., Food Pyramid, Food
Safety), School Lunch
Program, Food Stamp
Program, and Forest
Service Incident Response
Dispatch Service (ROSS),
etc. USDA envisions
increased use of and
reliance upon UTN-NG well
into the future.

UTN-NG is consistent with
the Departments enterprise
architecture goal of
replacing multiple,
redundant systems and
technology components

Requirements

Adhere to legislative
mandate M-05-22;

Plan USDA transition to
Internet Protocol
version 6 (IPv6);

Support the
Telecommunications
Network Stabilization
and Migration
Procedure (TNSMP);

Support Departmental
and Unplanned Waiver
Process;

Maintain the Forecast
Inventory Resources
database;

Manage operations of
telecommunications
services;

Manage the
Department’s
Enterprise Backbone
Network and Internet
Access;

Manage of Domain
Name Services, IP
addressing and other
shared Departmental
network/data services;

Provide engineering
and project assistance
to USDA agencies and
staff offices;

Provide network
modeling, analyses and
optimization;

Provide network design
and development
assistance to USDA
agencies and staff

IT Benefits and

Goals

This inves